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NHO®OPMALIMOHHAS TAMSTKA
JJIA OBYUYAIOIIUXCA IJIAA PASMEINEHUA
HA OOUIUAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM TOJOM MOJIOZIC)KHM B MHTEPHETE CTAHOBHUTHCS OOJIBIIE, a MIKOJHHUKH OJIHH W3 CaMbIX
aKTHBHBIX TMOJb30BaTenel Pynera. Mexay TeMm, NMOMHMO OTPOMHOIO KOJHMYECTBA BO3MOXKHOCTEH,
MHTEPHET HECET M MPOOJIeMbl. JTa MaMsTKa J0JDKHA TOMOYb Tebe 6€301acHO HaXOAUThCS B CETH.

KommnbrorepHbie BHPYChI

KoMmmpioTepHBIii BUpPYC - 3TO pPa3HOBHIHOCTh KOMIBIOTEPHBIX MPOTPamMM, OTJIMYHUTENbHOM
0COOCHHOCTBHIO KOTOPOH ABISETCA CITOCOOHOCTH K PAa3MHOKEHHUIO. B f0MoTHeHHEe K TOMY, BUPYCHI MOTYT
MOBPEANTHh WIM TOJTHOCTHIO YHUYTOKUTH Bce (ailibl M JaHHBIE, MOJKOHTPOJIBHBIE MOJIb30BATEINIO0, OT
MMEHHU KOTOPOTO OBLITa 3aIyllieHa 3apa)KeHHas MMPOrpaMMa, a TakKe MOBPEAWNTh WIN JaKe YHUITOXHUTD
OTIEPAIlIOHHYIO CHCTEMY cO BceMH (paiimamu B 1enoM. B OONbIIMHCTBE CllydaeB pacmpOCTPaHSIIOTCS
BHPYCHI Yepe3 WHTEPHET.

MGTO,I[BI 3allIUThI OT BPpCAOHOCHLBIX MMPOTrpaMM:

1. Mcnonp3yit coBpeMeHHBIE OlepallMOHHbIE CUCTEMBI, UMEIOIIUE CePhEe3HBIN YPOBEHB 3aIIUTHI OT
BPEJOHOCHBIX IIPOrPAMM;

2. TIlocrossHHO ycTaHaBiuBail mnardn (UMGpPOBBIE 3aIUIATKH, KOTOpPBIE ABTOMAaTHYECKU
YCTaHABIMBAIOTCS C UENbI0 JOPaOOTKH MPOTpPaMMbl) M APYrvue OOHOBJICHHSI CBOEH OIEpaliMOHHOM
cuctembl. CKauuBail X TOJIBKO ¢ opuIuansHOro caita paspaborunka OC. Ecnm cymecTByeT pexum
ABTOMAaTHYECKOTO OOHOBIIEHHS, BKIIIOYH €T0;

3. PaboTaif Ha cBOEM KOMIIBIOTEPE TIOJ IpaBaMHM IIOJIB30BATEIA, a HE aIMHUHHUCTparopa. ITo He
II03BOJIUT 6OJ'II>HII/IHCTBy BPCAOHOCHBIX MpOorpaMM HMHCTAJUIMPOBATLCA Ha TBOCEM IIE€PCOHAJIBHOM
KOMITBIOTEPE;

4. MHcrnonp3yil aHTHBUpPYCHBIE IIPOIPAMMHBIE TPOAYKTBl HM3BECTHBIX IPOU3ZBOJAUTENEH, C
ABTOMATHYECKUM OOHOBIICHUEM 0a3;

5. Orpannub GpU3MUECKUN TOCTYI K KOMIIBIOTEPY AJIsl IOCTOPOHHUX JIULI;

6. cronp3yii BHEIIHNE HOCUTENN HH(POPMALINH, TaKKie Kak (Iielka, TMCK WK (ailn u3 nHTepHeTa,
TOJILKO W3 IIPOBEPEHHBIX HCTOUYHHUKOB;

7. He otkpeiBail KoMmblOTepHBIE (ailyibl, MMONYyYCHHBIE U3 HEHAAEKHBIX HCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpBIE MPHCIal TBOW 3HAKOMBIH. JIydille yTOUHH y HEro, OTIPaBIIsUI JIM OH TeOe uX.

Cern WI-FI

Wi-Fi - aT0 He Bu mepenaun AaHHBIX, HE TEXHOJIOTHS, a BCETO JHIb OperH, mapka. Eme B 1991
roJly HUJEpiaHacKas KoMIaHus 3apeructpupoBana opern "WECA", uto o0o3Hadano cloBOocOYeTaHUE
"Wireless Fidelity", koTopslii mepeBoanuTCs Kak "OecripoBoIHAs TOYHOCTB".

Jlo Harero BpeMeHu Jolua Apyras ab0opeBnaTypa, KOTopast BJISeTCs TaKOH ke TeXHOJIoruei. 1o
ab0peBuarypa "Wi-Fi". Takoe Ha3BaHMe OBUIO TaHO C HAMEKOM Ha CTaHIApT BHICHICH 3BYKOBOW TEXHUKH
Hi-Fi, uto B mepeBoie 03Ha4yaeT "BbICOKAs TOYHOCTD".

Jla, OecmnaTHBId WHTEPHET-IOCTYNm B Kade, OTENIX W aj’pomoprax SIBISETCA OTIHYHOU
BO3MOXHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIEPTHI CUMTAIOT, 4TO 00IeaocTynHbie Wi-Fi cetu He
SIBIISTIOTCS. O€30TTaCHBIMH.

CoBeThl 110 6€301MaCHOCTH PAOOTHI B 00IIEOCTYMHBIX ceTsx Wi-fi:



1. He nepenaBaii cBoto nudHyr0 nHpopMaImio yepe3 oomenoctynaeie Wi-Fi cetu. Pabotas B HuX,
JKENATEIbHO HE BBOJMUTH MAPOIIH IOCTYIA, JJOTHHBI H KAKHE-TO HOMEPA;

2. Vicrionp3yi 1 0OHOBIISI aHTUBUPYCHBIE ITPOrpaMMBbI U Opanamayep. TeM caMbIM Thl 00€30MacHIlb
ce0s1 OT 3aKayKu BHpYca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonb3oBannu Wi-Fi otkmoun ¢yskimo "OOmmii goctyn k (adaam ¥ npuHTepam”.
JaHHast QyHKIMS 3aKpbiTa O YMOJYAaHHIO, OJHAKO HEKOTOphIC MOJH30BATENN AKTUBUPYIOT €€ s
y1oOCTBa UCTIONIB30BaHus B paboTe min yueoe;

4. He ucnons3yit myOmmunbeiii WI-FI nims mepemadm THYHBIX JaHHBIX, HAIPUMEpP IS BhIXOJAa B
COLMAJIbHBIE CETU WU B 3JIEKTPOHHYIO MIOYTY;

5. Ucnonp3y#i Tonbko 3ammiieHnoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
aapeca BBoau uMeHHO "https://";

6. B mobunsHOoM Tenedone otkmoun QyHknuoo "Tlogxmouenne k Wi-Fi aBTomarnuecku". He
JIOITyCKai aBTOMAaTHYEeCKOT0 MOAKIIIOUEHHS ycTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.

CounaJjbHbIe ceTH

CoumasbHble CETH AKTHBHO BXOMAT B HaIlly >KH3Hb, MHOTHE JIFOAM pabOTAlOT M KHUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpiupoBan MUIIHAP/ YEIOBEK, YTO SBISETCS OJHOW CEBMOM BCEX
KHUTeJeH TUaHeThl. MHOTHE TOJb30BaTeNIM HE MOHMMAIOT, 4TO HWH(OpManus, pa3MelIeHHAas UMHU B
COIIMAJIbHBIX CETSIX, MOXKET OBITh Hal/IeHa U MCHOJIb30BaHA K€M YTOJIHO, B TOM YHCIIE He 00s3aTENbHO C
OnaruMu HaMepeHUSIMH.

OCHOBHBIE COBETHI 110 6€30MaCHOCTH B COIMAIBHBIX CETSX:
1. Orpanunyb crivcok npy3ed. Y Te0s B qpy3bsX HE MOJHKHO OBITh CITyYailHBIX U HE3HAKOMBIX JTIOJICH;

2. 3ammmaid cBOIO YacTHYIO >kM3Hb. He ykaspiBall mapoim, TenedoHBI, axpeca, AaTy TBOETO
POKAEHUS U APYTYIO TMYHYIO HH(OpMaLuUIO. 30yMBIIUIEHHUKH MOTYT HCIIOJIb30BATh Jayke HHPOPMALIUIO
0 TOM, KaK Tbl U TBOHU POJUTENHN IIJIAHUPYETE NPOBECTU KAHUKYIJIBL;

3. 3amuiai CBOIO PEmyTalrIo - IEPXKH €€ B YUCTOTE U 3ajaBail cede BOMPOC: XOTEN ObI ThI, 4TOOBI
Jpyrue TONb30BaTeld BHJIENH, YTO Thl 3arpyxaemb? [logymaii, mpexae yeM 4YTo-TO OMmyOIHMKOBATH,
HAaIucarh ¥ 3arpy3uTh;

4. Ecnu T TOBOPHIIIB C JIFOJJbMH, KOTOPBIX HE 3HAEIIIh, HE UCIIONB3YH CBOE peabHOE UMSI U IPYTYIO
JTUYHYH0 HHGOPMAIIUH: UM, MECTO JKUTEJIbCTBA, MECTO YU€OBI U TIpOYeE;

5. U30Geraii pa3merenus pororpaduii B IHTEpHETE, I/1e Thl M300paXKEH HA MECTHOCTH, 110 KOTOPOM
MO>HO ONPEJIEIUTh TBOE MECTOTIONOKECHHUE;

6. [Ipu perucrparyu B CONMANBHON CETH HEOOXOAMMO HCIIOIB30BATh CIIOKHBIC MAPOJIH, COCTOSIIUE
n3 OyKB 1 (P U C KOITUIECTBOM 3HAKOB HE MEHee &;

7. I[J'ISI COLIMAJIbHOM CCTHU, IOYTHI U APYTHUX CalToB HCO6XOI[I/IMO HCIOJIb30BAaTh PAa3HLIC MApPOJIH.
Torma ecnm TeOs B3JIOMAKOT, TO 3JIOYMBIIIJIICHHUKHY I10JIYy4YaT JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCC

cpazy.
DJIeKTPOHHBIE J€HbI'M

DNEeKTPOHHBIE JEHBTH - 3TO OYeHb YIOOHBIN croco0 maTexei, 0JHaKO CYIIECTBYIOT MOIIEHHUKH,
KOTOPBIE XOTAT MOTYIUTH 3TH JCHBTH.

SHGKTpOHHHe JCHBI'K ITOABUJIMNCh COBCEM HEIABHO U UMCHHO M3-3a 3TOI'0 BO MHOTHUX IOCyJdapCTBax
A0 CUX NOp HC MPOMMUCAaHO PO HUX B 3aKOHAX.



B Poccum xe oHM (QYHKIMOHHPYIOT W O HUX YK€ MPOIHCAHO B 3aKOHE, TNle UX Pa3iessioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIC U HE aHOHMMHBbIC. Pa3Huiia B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemaercs TMPOBOJUTH oOmepanmuu 0e3 WASHTH(HWKAIWK MOJB30BaTeNlsI, a B HEAHOHUMHBIX
nAeHTU(DUKALNS TIOJIh30BATEIs SABJISIETCS 0053aTENbHOM.

Taxoke ciefyeT pa3nuuarh dJeKTPOHHBIE (pUaTHBIC NEHBrH (PaBHBI FOCYJAPCTBEHHBIM BaJIIOTaM) U
3JIEKTPOHHBIE He(UATHBIE TEHBI Y (HE PaBHBI TOCYJAPCTBEHHBIM BAIIIOTaM ).

OcHOBHBIE COBETHI IO 6€30MacHON paboTe C 3JIEKTPOHHBIMH ACHBTAMH:

1. IIpuBspxu K cueTy MOOMITBHBIH TenedoH. DTO caMblil yIOOHBIH 1 OBICTPHIN CIOCO0 BOCCTAHOBHTH
JIOCTYH K cuety. [IpuBsi3anHbIi TenedOH MOMOXKET, ecir 3a0yIelIb CBOU IIATEKHBIN MApOJIb WK 3aiIeIb
Ha CalT ¢ HE3HAKOMOT'0 YCTPOMCTBA;

2. Wcnonw3yit omHopazoBsie mapoiu. [lociae mepexona Ha yCHICHHYIO aBTOPH3AIUIO TeOe yxe He
OyJeT yrpoxarb OMaCHOCTh KPaXky WX NIEPeXBaTa IIATEKHOTO TapOJIs;

3. Bribepu cnoxubii mapons. IlpectymHukam OyneT HE MPOCTO yrajaTh CIOXKHBIA TMapoJb.
HanexxHpie nmapomnu - 3To napoiiy, KOTOphIE COAEPKaT He MeHee 8 3HAKOB U BKIIIOYAIOT B ce0s CTPOYHBIE U
MPONHCHBIE OYKBBI, IUPPHI U HECKOJILKO CHMBOJIOB, TaKHe KaK 3HAK JIoJuiapa, (yHTa, BOCKIHIATEIbHBIH
3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JaHHBIE HAa caliTaX, KOTOPHIM HE TOBEpSEIlb.
DJIEKTPOHHAS MI0YTA

DNEeKTPOHHAS MOYTA - 3TO TEXHOJIOTHS U PEIOCTABIIIEMBIE €10 YCIYTH M0 MEPECHLIKE U MOTYyUECHUIO
3JICKTPOHHBIX COOOIIEHUHN, KOTOPHIE PACTIPEACISIOTCS B KOMIBIOTEpHOH ceTu. OOBIYHO 3IIEKTPOHHBIN
MOYTOBBIA SIIMK BBHITJSIIAT CIEAYIOMUM 00pa3oM: WMsl_TMOJb30BaTeNsA(@uMs_JIoMeHa. Takke Kpome
Tepeayy MPOCTOTO TEKCTa, IMEETCSI BO3MOXKHOCTH TIepeaBaTh (haniibl.

OCHOBHEIE COBETHI 110 0€301acHON padoTe C ANEKTPOHHOM ITOYTOM:

1. Hano BBIOpaTh NpaBUIIbHBIN HOYTOBBIN cepBUC. B HHTEpHETE €CTh OTPOMHBII BBIOOP OECIIaTHRIX
[TOYTOBBIX CEPBUCOB, OJTHAKO JIYHIIle TOBEPSTh TEM, KOTO 3HACIIh M KTO TIEPBBIN B pEHTHHTE;

2. He ykaspBaii B nwmuHOW moure JWuyHyl wuH(popMaruio. Hampumep, mydme BbIOparh
"My3bIKIbHBIH _(panar@" wim "pok2013" BMecTo "Temal3";

3. Hcnonp3yll IBYXAITalHYK aBTOPU3ALMI0. DTO KOIZa IOMHMO IAapojisi HYXKHO BBOJUTH KO,
npuckutaeMsbiil o SMS;

4. Beibepu CIOXHBIN mapoib. (s KaKIoro MOYTOBOTO SITUKA MOJDKEH OBITH CBOW HAJC)KHEIMH,
YCTOMYMBBIN K B3JI0MY [1apOJIb;

5. Ecau ecTh BOBMOKHOCTh HAMKUCATh CAMOMY CBOM JIMUHBIN BOMPOC, UCIIOJIb3YH 3Ty BO3MOXKHOCTH;
6. VMcnonp3yit HECKOBKO TMOYTOBBIX SIMUAKOB. IIepBBIA ISl 9acTHOM IMEpEeNHCKH ¢ aapecaTaMw,
KOTOPBIM ThI JIOBEPSEIb. ITO SICKTPOHHBIHN aipec HE HAJI0 UCIOIb30BaTh MPU PErUCTPaIUU Ha PopyMax

M calTax;

7. He oTkpeiBaii (haiinpl 1 Ipyrue BIOKEHUS B MUCHMAX, JaXe €CIIM OHU MPHUIILTH OT TBOUX APYy3ei.
Jlydiile yTOYHU Y HUX, OTIPABJISUIH JIH OHU TeOe 3TH (paiiib;

8. [Toce oxoHuaHus pabOTHI HAa TOYTOBOM CEPBHUCE MEPE]] 3aKPHITUEM BKIIAJKH C CAalTOM HE 3a0y/b
HaxaTh Ha "Breiith".



KuoepOyJUIMHT WM BUPTYaJIbHOE U3/1eBaTeJIbCTBO

KubepOyummHr - mpeciemoBaHne COOOICHUSAMH, COIEPKANTAMH OCKOpPOJICHHS, arpeccuro,
3aIyruBaHue; XyJIUTaHCTBO; COIUAIEHOE OOMKOTUPOBAHUE C TIOMOIIBIO PA3IMYHBIX UHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI TI0 OOPBOE ¢ KHOEPOYILTHHIOM:

1. He Gpocaiics B 60ii. JIyummmii crioco0: TOCOBETOBATHCS KakK ce0sl BECTH U, €CIIH HET TOT0, K KOMY
MOXHO OOpaTUThCS, TO BHauyaje YCIHOKOWTHCA. EcCiM Thl HayHENIb OTBEYATh OCKOPOJICHUSMH Ha
OCKOPOJICHWMSI, TO TOJBKO €IIIe OOJIBITIC Pa30XOKeITh KOHMITHUKT;

2. Ympasnsii cBoeli kubeppernyTanueii;

3. AHOHUMHOCTH B ceTd MHHMas. CyIIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOWT 32 aHOHUMHBIM
aKKayHTOM;

4. He crouT BecTH XyJUTraHCKMH oOpa3 BHUPTyalbHOH >kuM3HU. VIHTEepHET (UKCHpYyeT Bce TBOM
JIEHCTBUA U COXpaHSeT UX. Y JaUTh UX OyJIeT KpaiHe 3aTpyIHUTEIHHO;

5. Cobmomaii CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupy#t enuHuuHbIi HeraTuB. OIHOpa30BblE OCKOPOWTENBHBIE COOOLIEHHUS JIydIle
uraopupoBatb. OOBIYHO arpeccust NpeKpallacTcs Ha Ha4aJIbHON CTaauu;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIIIEHUSMH, B COIMATBHBIX CETSAX €CTh
BO3MOKHOCThH OJIOKUPOBKU OTIIPABKU COOOIICHUN C OTIPEICIICHHBIX aIPECOB;

8. Ecmu 1B1 cBuperens kubOepOyiuimara. TBOM NMEHCTBHA: BBICTYHNHUTH IMPOTHB IIpecienoBaTens,
[0Ka3aTh €My, YTO €ro JEeWCTBUS OLICHMBAIOTCSI HETAaTHUBHO, MOAJEpPKaTh JKEPTBY, KOTOPOH HY»KHa
[ICUXOJIOTHYECKAasl TIOMOIIb, COOOIIUTE B3POCIBIM O (haKTe arpecCHBHOTO MTOBEICHHUS B CETH.

MoOunbHbIi Tenedon

CoBpemeHHbIe cMapT(HOHBI U IJIAHIIETH COAepIKaT B cede BIOJIHE B3POCIHbI (yHKIIOHA, U TeTIePh
OHHU MOTYT KOHKYPHPOBAaTh CO CTAlIMOHAPHBIMU KOMITbIoTepaMu. OIHAKO, CPENICTB 3AIUUTHI ISl T0J0OHBIX
YCTPOMCTB [TOKa OU€Hb Masio. TecTupoBaHUE U MOUCK YA3BUMOCTEHN B HUX IPOUCXOIUT HE TAK MHTEHCHUBHO,
kak s 11K, To ke camoe kacaeTcsi © MOOMIIBHBIX MIPUIIOKEHHH.

CoBpeMeHHbIE MOOMJIBHBIE Opay3epbl yKe MPaKTHYECKH JOTHAIM HACTOJBHBIC aHAJOTH, OJHAKO
pacmmpenue GyHKITHOHANIA BJICUET 32 COOOH OOJIBIIYIO CIIOKHOCTh M MEHBIIIYIO 3aIUATIIEHHOCTD.

Jlanexo He Bce NPOM3BOJAMUTENHN BHITYCKAIOT OOHOBIEHUSI, 3aKPBIBAIOIINE KPUTHUECKUE YSI3BUMOCTH
JUIsl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJIA 0e30IMacHOCTH MOOHMIIBHOTO TeJ'Ie(I)OHaZ

Hwuuero He siBiisieTcst mo-HaCTOsIIEMY OeCIUIaTHBIM. bylib 0CTOpOKEH, Bellb KOT1a Te0e MpeiararoT
OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHe-TO TUIATHBIE YCIYTH;

Hymaif, npexne yem otnpaBuTb SMS, ¢orto mnu Buaeo. Thl TOYHO 3Haellb, Iie OHH OyIyT B
KOHEYHOM HuTore?

Heo6xoamMo 0OHOBIISATE OMEPAITMOHHYIO CHCTEMY TBOETO cMapT(oHa;
Hcnonk3yit aHTUBUPYCHBIC IPOTPAMMBI JIJIs1 MOOMIIBHBIX TENE()OHOB;

He 3arpy>1<a171 IMMPUIIOKCHHUA OT HEU3BECTHOI'O UICTOYHHMKA, BE€JIb OHU MOT'YT COACPIKATh BPEAOHOCHOC
IpoOrpaMMHOC O6€CHCLIGHI/IG;



[locnme Toro Kak ThI BEIMIENIb C caiTa, T/le BBOAWI JHYHYIO WHQOPMAIHIO, 3alil B HACTPOUKH
Opay3epa u ynanu cookies;

Ileproanuecku nposepsiii, Kakue MIaTHbIE YCIyTH aKTHBUPOBAaHBI HA TBOEM HOMEDE;
JaBaii cBoit HOMep MOOHIBLHOTO Tele(OHA TOIBKO JIFOISIM, KOTOPBIX THI 3HACIIH H KOMY JOBEPSEIIIb;

Bluetooth nomkeH ObITH BBIKIIOYEH, KOTAA Thl UM HE MoJib3yelibes. He 3a0biBaii mHOT 1A TPOBEPATH
3TO.

Online urpst

CoBpeMeHHbIC OHJIAHH-UTPBI - 9TO KPACOYHBIC, 3aXBATHIBAIOLINE Pa3BICUCHUS, OOBEIMHSIOUINE
COTHHM ThICSY YEJIOBEK I10 BceMy MHpPY. VIrpoku HCCllenyIoT AaHHBIM UM MHp, OOIIAIOTCS PYT C IPYTrOM,
BBITIOJIHAIOT 3aJaHUs, CPaKaloTCS C MOHCTPAMU M TOJYyYalOT ONBIT. 3a yJOBOJLCTBHE OHM ILIATAT:
MOKYHAOT AXCK, OIUIAYMBAIOT A00HEMEHT WIH MPUOOPETAIOT KaKKUe-TO OMLIKH.

Bce »TH cpenctBa mayT Ha moanep)KaHHE M Pa3BUTHE WIPHI, a TakkKe Ha caMmy O€30MacHOCTb:
COBEPIICHCTBYIOTCS CHCTEMBI aBTOPHU3AIMH, BBITyCKAIOTCS HOBBIE MaT4d (UHU(POBBIE 3aIUIaTKU JUIA
MPOTpaMM), 3aKpPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZIO6HBIX HUrpax CTOUT OITacaTbCsa HE CTOJILKO CBOUX COIICPHUKOB, CKOJIBKO KpaXr TBOCTO IapoJisd,
Ha KOTOPOM OCHOBAHA CUCTEMA ABTOPU3ALINHN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IT0 OE30MACHOCTH TBOETO HUI'POBOI'0 aKKAayHTa:

1. Ecn npyroii urpok BeneT ceds MI0Xo Win co3JaeT Tebe HePUATHOCTH, 3a0JI0KUPYH €ro B CIIUCKe
HUTPOKOB;

2. Tloxamyiics amMUHHCTpaTOpaM WIPhl Ha IUIOXO€ MOBEACHHUE JTOrO0 WIPOKA, KEIATCIHHO
MIPIJIOKUTH KaKHe-TO JI0Ka3aTeNbCTBA B BIIE CKPHHOB;

3. He ykasbIBaii 1nuHyro uHpOpManuio B npodaiine urpsr;
4. YBaxail Ipyrux y4acTHHKOB I10 UTPE;

5. He ycranaBnmBaii HeoUITHATHHBIC TATIH ¥ MOJIBI,

6. Mcnionp3y# ClI0>KHBIE U pa3HbIE MapOoJH;

7. J1axxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [10Ka ThI Urpaellib, TBOW KOMIIBIOTEP MOTYT
3apa3uTh.

@OUIIMHT WIN Kpaika JIJUYHbIX JaHHbIX

OOBIYHON Kpaskedl JeHEer M JOKYMEHTOB CErOJHS YK€ HHUKOTO HE YIWBHIINb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JI0YMBINUICHHUKN IEPEMECTHIINCh B HHTEPHET, M IPOJOJDKAIOT 3aHUMAThCS
"IIF0OMMBIM" JIETTOM.

Tak mosiBMIIaCh HOBasi yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (UIIHUHT, TTIaBHAs IeJIb KOTOPOTO
COCTOMT B TOJIY4YCHUU KOH(DUICHIIMATBHBIX TaHHBIX MOJIb30BaTENICH - JOTMHOB U mapoJeit. Ha anrnutickom
si3pike phishing untaercs kak gumuHr (ot fishing - peiOHas moBis, password - Tapois).

OCHOBHBIE COBETHI IO OOPHOE C PUIIHHIOM:

1. Cnenu 3a CBOMM akKayHTOM. EcIu THI mOjo03peBaciib, YTO TBOS aHKEeTa ObLIa B3JIOMaHA, TO
HE00X0IMMO 3a0JIOKAPOBATh €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. I/ICHOHB3YI71 Oe30IMacHbIe Be6-CaI71TI:I, B TOM YHUCJIC, UHTCPHET-MAara3nHoOB U IMMOUCKOBLIX CUCTEM;



3. Hcmonp3yli clokHBIE W pa3Hble Tapoim. TakuM oOpa3oM, eciam TeOS B3IOMAKOT, TO
3II0YMBIIUIEHHUKHY TIOJIYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPO(WIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3110MaNH, TO HEOOXOJMMO NPEAyNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE T0OABICHBI
y Te0s B PY3bsX, O TOM, YTO TeOs B3JIOMAII U, BO3MOXKHO, OT TBOETO MMEHHU OYIET PacchUIaThCs CIaM H
CCBUTKY Ha (PUIIMHTOBBIE CANTHI,

5. YcranoBu HagexxHsid naponsb (PIN) Ha MOOWIIBHEIHN Tene]oH;
6. OTKJIFOYM COXpaHEHHe aposis B Opaysepe;

7. He oTkpbIBail (aiiibl ¥ Jpyrue BIOXKEHUS B MIUChMaXx, AaKe €CIIM OHH MIPHUILTH OT TBOUX APY3eH.
Jlyduie yTOYHH y HUX, OTIPABILSUIN JIU OHU TeOe 3TU (aiiibl.

Hudporas penyranust

Hudposas pemyrammss - 3TO HETaTWBHAs WM TO3WUTHBHAS HHpoOpMamus B CeTH O TeOe.
Kowmmpomerupyromas uHpopmaius, pa3MelleHHas B UHTEPHETE, MOXKET CEPhE3HBIM 00pa3oM OTPa3UThCS
Ha TBoeW peampHO# ku3HM. "llmdpoBas pemyramusa” - 3TO TBOW UMUK, KOTOPBHIA (HOpMHpPYETCS U3
uHpopmManun o Tebe B UHTEPHETE.

TBoe MecTo JKUTENbCTBA, ydeObl, TBOE€ (MHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTH XapakTepa M
pacckasbl 0 OJM3KHX - BCE 9TO HAKAIUIUBACTCS B CETH.

MHorue noJIpoCTKHU JISTKOMBICIIEHHO OTHOCSATCS K IyOJIMKauy JIMYHOIM nHopmaimu B IHTEpHETE,
HE MMOHMMAas BO3MOJKHBIX IOCIEACTBUN. THI ma)xe HE CMOXKENIh JOTafaThCs O TOM, 4To (pororpadus,
pa3MelieHHas 5 et Ha3aj, cTajla MPUYMHOM 0TKa3a NpUHATH TeOs Ha padoTy.

KommenTapuu, pazmenienue TBoux (Gororpaduili U Apyrue ASHCTBHUS MOTYT HE MCUE3HYThH Jaxe
Iocje TOro, Kak Thl MX yJaiuuiib. Tkl HE 3Ha€Ilb, KTO COXPaHWJI 3Ty MH(OpMaiuio, momana jJi OHa B
IIOMCKOBBIE CHCTEMBI U COXPAHWIACh JIM OHA, a TJABHOE: 4YTO IOAYMAIOT O Tebe OKpY’Kalolue JIOJIH,
KOTOpbIE HAMAYT U yBUAAT 3T0. HaiiTn nHpOpMAaIio MHOTO JIET CIYCTS CMOXeET JI000H - Kak U3 100pbIX
noOyXIeHHI, TaK U ¢ HAMEPEHUEM NPUYUHUTD Bpe. DTO MOKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3aIIUTE IUPPOBOI pemyTanuu:

1. loxymaii, mpexae yeM 4TO-TO MyOJIMKOBAaTH M NepenaBaTh y ceOst B Oyore Wid B COLMANbHON
ceTH;

2. B mHacrpoiikax mpodwiss YCTaHOBH OTPaHUYCHHSI Ha IPOCMOTP TBOETO Mpodmis M ero
COJIEP’KUMOTO, C/IeTal ero ToiabKo "mis npy3en”;

3. He pa3memmaii u He yka3bpiBail MHGOPMAIMIO, KOTOpAas MOXKET KOTO-THO0 OCKOPOJATH WU
00MXKaTh.

ABTOpCKOe MPaBo

CoBpeMeHHBIC IIKOJIBHUKH - aKTHBHBIE ITOJIb30BATEIN HU(PPOBOro npoctpancTsa. OQHAKO JaleKo
HE BCE 3HAIOT, YTO MOJIb30BaHHE MHOTMMH BO3MOYKHOCTSIMH LIUPPOBOTO MHUpa TpedyeT coOIroneH s MpaB
Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "HHTEIUIEKTYalbHasl COOCTBEHHOCTB' OTHOCHTCS K Pa3JIMYHBIM TBOPEHUSIM YEJIOBEUECKOTO
yMa, HauWHas C HOBBIX M300pEeTEeHNU 1 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOTYKTHI M YCIIYTH, H
3aKaHYMBas KHUTaMU, poTorpadusiMu, KHHOPHIbMAMH U MYy3bIKaJTbHBIMHU TIPOU3BEACHUSMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJbHYI0O COOCTBEHHOCTh Ha NMPOU3BENEHHUS HAYKH,
JIUTEpaTypbl W HCKycCTBa. ABTOPCKHME IIpaBa BBICTYNAIOT B KadeCcTBE TapaHTUH TOTO, 4TO
WHTEJUICKTYaIbHBII/TBOPUECKHI TPYyA aBTopa He OyAeT HamnpacHbIM, JacT €My CIpaBeJIiBbIC
BO3MO>KHOCTH 3apab0TaTh Ha PE3yIbTaTax CBOETO TPY/a, IOJIyYUTh U3BECTHOCTH U IIpu3HaHue. Hukro 6e3



paspelieHusi aBTopa HE MOXKET BOCIPOU3BOIWTH €r0 IMPOW3BEICHHE, PAaCIPOCTPaHSITh, ITyOIUIHO
JIEMOHCTPUPOBATh, MpOJaBaTh, WMIIOPTUPOBaTh, IIyCKaThb B MPOKAT, MyOIWYHO HCHOJHSITH,
[TOKA3bIBaTh/UCIIONHATH B 3(pupe nin pazmemars B lHTEpHETE.

Hcnonp3oBanue "muparckoro"” MporpaMMHOTO 00ECTIEYeHU ST MOXKET IIPUBECTH K MHOTHM PHUCKaM: OT
MOTEPHU NaHHBIX K TBOMM aKKayHTaM JI0 OJOKMPOBKH TBOETO YCTPOMCTBA, T/I€ YCTAHOBIICHA HEJleTAIbHAS
mporpamma. He cTouT Takske 3a0BIBaTh, 4TO CYIIECTBYIOT JIeTAIbHBIE U OECIUIaTHBIE TPOTPAMMBI, KOTOPHIE
MOJKHO HaMTH B CETH.

O noprane
CCTCBI/I‘{OK.p(I) - TBOU T'JIaBHBIM COBETYMK B CETH. 3,E[GCL Thbl MOXXCIIb Y3HATH O 0€30MacHOCTH B CETH

TIOHATHBIM U JOCTYITHBIM A3BIKOM, a ITPU BO3SHUKHOBCHUHN KpHTH‘ICCKOﬁ CUTyaluunu 06paTI/ITBC5I 3a COBCTOM.
A taxke MNPUHATH YUaCTHUEC B KOHKYpPCaxX U CTaTh CaMbIM III/I(I)pOBLIM Fpa)KI[aHI/IHOM!



